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Abstract 
Generative AI (GenAI) is evolving from standalone tools to inter-
connected ecosystems that integrate chatbots, cloud platforms, and 
third-party services. While this ecosystem model enables personal-
ization and extended services, it also introduces complex informa-
tion flows and amplifies privacy risks. Existing solutions focus on 
system-level protections, offering little support for users to make 
meaningful privacy choices. To address this gap, we conducted two 
vignette-based survey studies with 486 participants and a follow-
up interview study with 16 participants. We also explored users’ 
needs and preferences for privacy choice design across both GenAI 
personalization and data-sharing. Our results reveal paradoxical 
patterns: participants sometimes trusted third-party ecosystems 
more for personalization but perceived greater control in first-party 
ecosystems when data was shared externally. We discuss design im-
plications for privacy choice interfaces that enhance transparency, 
control, and trust in GenAI ecosystems. 

CCS Concepts 
• Security and privacy → Usability in security and privacy. 
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1 Introduction 
Generative AI (GenAI) is going through a fundamental shift from 
standalone tools to operating as ecosystems [47]. Rather than func-
tioning in isolation, GenAI ecosystems are increasingly embedded 
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in interconnected environments that include chatbots, cloud plat-
forms, and third-party services [12]. These GenAI ecosystems make 
it possible for personalization and integration with extended ser-
vices, but they also create complex information flows. Data may 
move inward, as users disclose personal details (e.g., calendar) to 
personalize the response, and outward, as the ecosystem shares 
information with external providers for extended services (e.g., 
ChatGPT using the Expedia plugin to book a flight). Because of the 
complex data flows, this ecosystem model, while powerful, ampli-
fies the longstanding privacy challenges and introduces new ones 
at the same time. 

For example, these systems often collect and retain large volumes 
of personal data, raising risks related to unauthorized data collec-
tion, data storage, data leakage, and unintended inference [21, 29]. 
Meanwhile, GenAI’s ability to integrate across platforms blurs 
boundaries between services, which further creates questions about 
who can access what information, for how long, and for what pur-
poses [16, 40, 55]. Users also have various levels of privacy concerns 
about GenAI ecosystems [3, 16, 55]. Yet, existing GenAI ecosystems 
rarely provide meaningful interfaces for users to make their privacy 
choices. Existing measures to address the aforementioned privacy 
issues primarily emphasize model-centric techniques (e.g., data san-
itization [23, 34, 40]) to reduce the privacy risks at the system level. 
Limited prior work has examined how to support users’ need to 
make privacy choices when using the GenAI ecosystem. 

Motivated by this critical gap, in this paper, we ask the follow-
ing research question: How can privacy choice be designed in the 
GenAI ecosystem? The goal is to explore the design space of pri-
vacy choice in GenAI ecosystems, as it is unclear whether existing 
design spaces for privacy notice and choice [14, 39] still apply in 
the GenAI context. To address this question, we focused on two 
representative GenAI interaction scenarios, each representing a 
unique type of information flow: 1) upstream personalization sce-
nario, where GenAI requires access to users’ data (e.g., calendar) to 
support personalized services, and 2) downstream data sharing sce-
nario, where GenAI shares users’ data to external service providers 
for extended capabilities (e.g., hotel booking). We aim to examine 
how key design factors (i.e., timing of the privacy choice and types 
of the GenAI ecosystem) influence users’ concern levels, their trust 
in the GenAI ecosystem, their willingness to use the services, and 
their perceived sense of control over their data. 

https://orcid.org/0000-0003-2723-722X
https://orcid.org/0009-0000-4822-786X
https://orcid.org/0000-0002-4407-9801
https://orcid.org/0009-0008-7900-9265
https://doi.org/10.1145/3772318.3790809
https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://doi.org/10.1145/3772318.3790809
mailto:yaxing@jhu.edu
mailto:xli436@jh.edu
mailto:allenyilunlin@google.com
mailto:lliu153@jhu.edu


CHI ’26, April 13–17, 2026, Barcelona, Spain Liu et al. 

We conducted two vignette-based survey studies with 486 par-
ticipants (Phase 1) and a follow-up interview study with 16 par-
ticipants (Phase 2). Our findings highlight paradoxical patterns, 
i.e., participants sometimes trusted third-party ecosystems (e.g., 
ChatGPT) more for personalization compared to first-party ecosys-
tems (e.g., Gemini), but they perceived greater control in first-party 
ecosystems than in third-party ecosystems when data was shared 
to obtain extended services (e.g., booking a flight via Google Flight). 
We also noticed that the timing of privacy choice (e.g., at-setup 
vs. just-in-time) had strong effects on users’ perceived control and 
concerns (e.g., participants were more suspicious about just-in-time 
privacy choice). 

This paper makes two key contributions. First, we provide a 
scoped investigation of users’ perceptions, expectations, and con-
cerns regarding privacy choice interfaces in GenAI ecosystems, 
using the timing of privacy choice as a focused entry point for 
systematic exploration. We further identified how the types of 
ecosystem and timing of privacy choice could shape users’ sense 
of privacy control, trust, and willingness to engage. Our findings 
highlight the paradoxes in users’ perceptions. Second, we draw 
design implications for building usable and trustworthy privacy 
choice interfaces that empower users in GenAI ecosystems. 

2 Related Work 

2.1 GenAI Ecosystems 
GenAI ecosystems are widely applied in diverse domains, includ-
ing healthcare [51], finance [4], education [27, 53], and personal 
counseling [44, 50]. Unlike traditional standalone software, GenAI 
ecosystems often operate across multiple platforms, combining 
GenAI capabilities with services such as cloud storage, personal-
ization engines, and third-party APIs. These systems are typically 
structured as either first-party ecosystems (e.g., Google Gemini, 
the same company provides both the AI and the platform) or third-
party ecosystems (e.g., ChatGPT integrated into external applica-
tions), each with distinct data governance models and user expec-
tations [47]. The growing deployment of GenAI ecosystems has 
heightened the urgency of ensuring Responsible AI practices that 
prioritize fairness, transparency, accountability, and user empower-
ment [6, 29]. A central concern in responsible AI is informational 
fairness, ensuring users understand and meaningfully consent to 
how their data is used [11, 13]. This is especially relevant in GenAI 
ecosystems, where personalization and integration are often opaque. 
Privacy options are an important approach to help users make in-
formed decisions [19, 20]. There remains a gap in understanding 
how to design privacy options within GenAI ecosystems. 

2.2 Privacy Issues of GenAI Ecosystems 
As GenAI ecosystems own more capabilities, their growing data 
requirements intensify existing privacy risks [28], including data 
collection, processing, dissemination, and invasion risks [29]. Users 
face a complex data ecosystem. Unlike traditional technologies, 
GenAI ecosystems can collect data in a proactive way, influence 
disclosure behaviors through carefully crafted prompts [30], and ex-
ploit psychological effects such as nudging or framing [48]. Beyond 
data collection, GenAI ecosystems’ ability to memorize and store 
user data introduces new risks of data leakage. These models retain 

extensive information to enhance personalization and can infer 
personal attributes such as location, income, and gender [43]. Addi-
tionally, collected data is often processed not only within the GenAI 
ecosystems but also shared with third-party service providers for 
real-time information access. Instruction-tuned models are partic-
ularly vulnerable, as adversaries can manipulate them to bypass 
privacy-protecting mechanisms [31]. 

Most privacy risk mitigation strategies in AI technologies fo-
cus on model-centric approaches, such as removing private data 
from training datasets [23, 34] and employing differentially private 
training techniques [32]. However, current AI product designs fre-
quently fail to prevent users from inadvertently disclosing sensitive 
information. AI agents offer powerful assistance, making the bene-
fits of data disclosure tangible to users, while the associated privacy 
risks remain abstract and difficult to assess. This asymmetry can 
lead users to unknowingly expose themselves to escalating privacy 
threats over time [55]. 

Although users may attempt ad-hoc privacy-protective measures 
when interacting with GenAI ecosystems, they often lack awareness 
of privacy risks and the impact of their decisions. Tools like ProPILE 
help identify privacy leaks in LLMs to raise user awareness [26], but 
practitioners require AI- and product-specific guidance to imple-
ment effective privacy protections [28]. Exploring usable privacy 
design remains essential to enhancing users’ awareness and control 
over their data within GenAI ecosystems [55]. 

2.3 Privacy Notice and Choice 
Originally developed to ensure legal compliance, privacy notices 
have evolved to promote transparency and support users in under-
standing how organizations collect, use, and share their data [20, 24]. 
The design of privacy notices and choices, such as their timing [25] 
and the way they frame data request purposes [33], significantly af-
fects users’ attention to and comprehension of privacy information. 
Thus, beyond regulatory requirements, effective privacy interfaces 
need to support users in understanding privacy implications and 
making informed decisions. 

Schaub and Cranor emphasized that effective privacy interfaces 
require four components, including findability, understandabil-
ity, usability, and usefulness [7]. Building on this foundation, re-
searchers have explored various approaches to improve the user-
friendliness of privacy notices, such as making privacy information 
and choices more salient and accessible [18, 54]. Schaub et al. in-
troduced a comprehensive design space for privacy notices, which 
includes dimensions such as timing, delivery channel, modality, 
and user control mechanisms [39]. 

Beyond raising privacy awareness through notices, empowering 
users with effective privacy controls plays a critical role in enabling 
them to manage their personal data and reduce associated risks. Pri-
vacy controls give users agency over what information they share, 
how it is processed, and with whom it is disclosed [20]. Expand-
ing on existing privacy notice frameworks, Feng et al. introduced 
additional design dimensions—such as control type, functionality, 
timing, and communication channel—to improve the usability and 
effectiveness of privacy choices [15]. Researchers have explored a 
variety of strategies to support informed decision-making through 
privacy choice design. These include improving cookie consent 
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interfaces [18] and presenting privacy-relevant information at de-
cision points in clearer, more actionable formats [25]. Liu et al. de-
veloped a personalized privacy assistant to support mobile users in 
managing app permissions using intelligent, context-aware sugges-
tions [35]. Similarly, Reinhardt et al. introduced a visual interactive 
privacy policy, enriching it with control options and interactive 
elements to facilitate user engagement [38]. 

3 Apparatus 
In this study, we aim to explore the key design factors for privacy 
choices in the GenAI ecosystem. To situate our participants in 
realistic GenAI ecosystem interactions, we used vignettes (i.e., short 
scenarios that are systematically generated) paired with visual 
storyboards. Our goal was to capture two fundamental data flow 
patterns that occur in GenAI ecosystems: (1) upstream data access, 
where the ecosystem requests user data to personalize its services, 
and (2) downstream data sharing, where the ecosystem proposes 
sending users’ information to external service providers to complete 
extended tasks. Accordingly, we designed two scenarios: 

• Upstream Personalization Scenario, representing situations 
where data flows from the user into the GenAI ecosystem. In 
this scenario, the system requests access to personal informa-
tion (e.g., calendar, email) to deliver personalized responses. 

• Downstream Data-sharing Scenario, representing situations 
where data flows from the GenAI ecosystem outwards to 
third-party services. In this scenario, the system seeks per-
mission to share user-provided information with an external 
provider (e.g., a booking service) to enable extended func-
tionality. 

We then used storyboards rather than real system interaction 
to provide a consistent and controlled environment for examin-
ing users’ privacy perceptions and decision-making process. Each 
storyboard illustrated the task context, data flow direction, inter-
face elements relevant to the privacy choice, and the consequences 
of the user’s decision. In this section, we detail the processes for 
generating our vignettes and storyboards. 

3.1 Vignette Generation 
3.1.1 Upstream Personalization Scenario. In the Upstream Person-
alization Scenario (hereafter, “personalization scenario”), we focus 
on users’ privacy perceptions, expectations, concerns, and decision-
making when a GenAI ecosystem requests access to their data to 
personalize its responses. We identified two factors: (1) the type 
of the GenAI ecosystem, and (2) the timing of privacy choice. 

We selected the two factors based on prior work on users’ mental 
models of GenAI ecosystems and long-standing findings in usable 
privacy research. Prior research shows users hold different trust 
levels and privacy concerns towards the first-party ecosystems (e.g., 
Google Gemini) versus third-party ecosystems (e.g., ChatGPT) [47]. 
The differences further shape data governance models and users’ 
perceived privacy controls. Following the categorization, we used 
Gemini and ChatGPT as representative examples of first-party and 
third-party GenAI ecosystems, respectively. 

The second factor, timing of the privacy choice, was drawn from 
the established design space for privacy notice and choice [15, 39]. 
Although timing is only one dimension in these design spaces, it 

is particularly consequential in GenAI contexts. Unlike traditional 
applications where data flows are explicit and predictable (e.g., 
permission requests in smartphones), GenAI systems often operate 
with opaque and dynamic data exchanges, making it difficult for 
users to know when their data is accessed, processed, and shared. As 
such, the timing at which a privacy choice is presented to the users 
can significantly influence users’ understandings and perceptions 
of the data practices and whether they feel empowered to control 
their data. In the meantime, the broader design space of GenAI 
privacy disclosure is underexplored. Given the complexity of GenAI 
ecosystems, including other factors as suggested by prior work 
(e.g., modality, granularity) [15, 39] would risk introducing too 
many confounding factors, limiting our ability to interpret the 
findings. As a result, narrowing our focus to timing provides a 
tractable and theoretically grounded entry point for systematic 
investigation. As such, in this study, we focus solely on timing 
as an entry point for systematic investigation. We selected the 
following two representative timing points as they captured the 
critical moments when interacting with GenAI ecosystems (Table 1 
summarizes the two factors and their description): 

• At setup: Users make privacy decisions based on their prior 
expectations and initial impressions of the system. 

• Just-in-time: Users make privacy decisions based on both 
their impression of the system and current interaction. 

3.1.2 Downstream Data-sharing Scenario. In the Downstream Data-
sharing Scenario (hereafter, “Data-sharing Scenario”), we examined 
users’ privacy-related reactions when a GenAI ecosystem proposes 
sharing users’ data with an external service provider for extended 
services. We identified three factors: (1) the type of the GenAI 
ecosystem, (2) the timing of privacy choice, and (3) personal-
ization toggle that may influence users’ perspectives and needs. 
The first two factors mirror those examined in the personalization 
scenario, allowing us to compare how the type of GenAI ecosys-
tems and timing of privacy choice influence user perceptions across 
different directions of data flow. The third factor, the personal-
ization toggle, reflects a common practice in GenAI ecosystems, 
where users may enable or disable personalized responses. We oper-
ationalized personalization by varying whether the GenAI ecosys-
tem incorporated users’ personal information when generating its 
responses, as described below. 

• Personalized: The system generated outputs that explicitly 
incorporated the user’s personal profile or preferences (e.g., 
tailored recommendations, customized summaries, or con-
tent adjusted based on prior user activity). 

• Non-personalized: The GenAI produced generic, non-user-
specific outputs that did not rely on users’ personal informa-
tion or prior behaviors. 

Thus, the toggle in each scenario altered the scope of personal 
information that the GenAI ecosystem could potentially use and 
expose. By presenting participants with both personalized and non-
personalized variants, we examined how personalization influenced 
users’ perceptions of the downstream data sharing and whether 
they were willing to allow the GenAI ecosystems to share informa-
tion with external providers. The details of the factors and their 
levels are presented in Table 2. 
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Table 1: Factors for personalization scenario varied between vignette scenarios, levels of the factors presented in scenarios, and 
descriptions of each factor. 

Factor Levels Description 

Type of GenAI 
Ecosystem 

First-party GenAI Ecosystems; 
Third-party GenAI Ecosystems 

The organizational relationship between the GenAI system and the 
broader platform or service it operates within. 

Timing of Pri-
vacy Choice 

At-setup; Just-in-time The point during a user’s interaction with a GenAI ecosystem when 
privacy-related notice and choice are presented. 

Table 2: Factors for data sharing scenario varied between vignette scenarios, levels of the factors presented in scenarios, and 
descriptions of each factor. 

Factor Levels Description 

Type of GenAI 
Ecosystems 

First-party GenAI Ecosystems; 
Third-party GenAI Ecosystems 

The organizational relationship between the GenAI system and the 
broader platform or service it operates within. 

Timing of Pri-
vacy Choice 

At-setup; Just-in-time The point during a user’s interaction with a GenAI ecosystem when 
privacy-related notice and choice are presented. 

Personalization 
Toggle 

Non-Personalized; Personalized The setting in GenAI ecosystems that enables or disables personalization 
features, allowing the system to tailor responses or services based on 
the user’s personal data (e.g., calendar, email). 

Would you like Gemini to personalize 
your experience 

Gemini can personalize responses by accessing your data 

Non-Personalizatio 

Personalizatio 

Connec 

Connec 
Google Accoun 

Your data stored in Google Account 

Memory in Gemin 

Your profile and chat history stored in Gemini 

Would you like ChatGPT to personalize 
your experience 

ChatGPT can personalize responses by accessing your data 

Non-Personalizatio 

Personalizatio 

Ad 
Memory in ChatGP 

Your profile and chat history stored in ChatGPT 

Ad 
Google Accoun 

Your data stored in Google Account 

Ad 
Microsoft Accoun 

Your data stored in Microsoft Account 

A. Mock-ups for  Personalization Scenari 

i 

ChatGPT connects to third parties now 

To provide real-time information and suggestions based 
on your needs, ChatGPT may share your inputs with 
third-party services when connecting or searching 
through them 

Gemini connects to other Google Services 
now 
To provide real-time information and suggestions based on your needs, Gemini 
may share your inputs with other Google services when connecting or searching 
through them 

B. Mock-ups for Data-sharing Scenari 

i 

Figure 1: A-i: Privacy choice mock-up for ChatGPT in Person-
alization Scenario; A-ii: Privacy choice mock-up for Gemini 
in Personalization Scenario. B-i: Privacy choice mock-up for 
ChatGPT in Data-sharing Scenario; B-ii: Privacy choice mock-
up for Gemini in Data-sharing Scenario. 

3.2 Generating Vignette-based Storyboards 
We selected a flight booking task as the shared context for all 
vignettes and used Google Gemini and ChatGPT to represent first-
party and third-party GenAI ecosystems, following prior work [47]. 

You're planning a trip and need to 
book a flight, but comparing prices 
across different platforms is 
overwhelming 

ChatGPT, developed and run by 
OpenAI, connects with third-party 
services (e.g., Expedia) for real-time 
information and suggestions 

So, you open ChatGPT 

After entering your needs, a popup 
asks if you want ChatGPT to 
personalize results for you 

You choose “Personalization” for 
this task 

Shortly, ChatGPT provides the option 
for you 

You accept its recommendation and 
successfully book the flight ticket. 

You enter your itinerary, dates, and 
budget in the chat with ChatGPT 

Your booking has been successfully complete 

DCA
 

March 27, 5:35p 

LAX
 

March 27, 8:43p 

6h8m Nonsto 

Travel Agenc 

ChatGP Airlin 

find a flight from DCA to LAX, Mar 
26 - Mar 31, under $20 

Would you like ChatGPT to personalize 
your experience 

ChatGPT can personalize responses based on your data 

Non-Personalizatio 

Personalizatio 

Ad 
Memory in ChatGP 

Your profile and chat history stored in ChatGPT 

Ad 
Google Accoun 

Your data stored in Google Account 

Ad 
Microsoft Accoun 

Your data stored in Microsoft Account 

You have a chat with Tom on Mar 27 noon 
and need 1 hour to reach DCA. 
I suggest:
 
Delta Flight DL392 (DCA → LAX, Mar 27, 
5:10PM - 8:06PM, Basic Economy: $214).
 
This gives you plenty of time after your 
meeting 

EXPEDIA.CO DELTA.CO 

find a flight from DCA to LAX, Mar 
26 - Mar 31, under $20 

find a flight from DCA to LAX, Mar 
26 - Mar 31, under $20 Would you like ChatGPT to personalize 

your experience

ChatGPT can personalize responses by accessing your data 

Non-Personalizatio 

Personalizatio 

AdMemory in ChatGP 

Your profile and chat history stored in ChatGPT 

AdGoogle Accoun 

Your data stored in Google Account 

AdMicrosoft Accoun 

Your data stored in Microsoft Account 

You're planning a trip and need to 
book a flight, but comparing prices 
across different platforms is 
overwhelming 

ChatGPT, developed and run by 
OpenAI, uses your data to personalize 
responses and offer tailored 
suggestions 

So, you open ChatGPT 

You decide to continue with this task Then, you enter your itinerary, dates, 
and budget in the chat with ChatGPT 

In a short time, ChatGPT provides 
flight options for you 

You accept its recommendation and 
successfully book the flight ticket. 

Your booking has been successfully complete 

DCA
 

March 27, 5:35p 

LAX
 

March 27, 8:43p 

6h8m Nonsto 

Personalizatio 

ChatGP 

ChatGPT connects to third parties now 

To provide real-time information and suggestions based 
on your needs, ChatGPT may share your inputs with 
third-party services when connecting or searching 
through them 

find a flight from DCA to LAX, Mar 
26 - Mar 31, under $20 

Before entering your needs,  a popup 
notifi es you that ChatGPT connects 
to third-party services (e.g., Expedia) 
for real-time information 

You have a chat with Tom on Mar 27 noon 
and need 1 hour to reach DCA. 
I suggest:
 
Delta Flight DL392 (DCA → LAX, Mar 27, 
5:10PM - 8:06PM, Basic Economy: $214).
 
This gives you plenty of time after your 
meeting 

EXPEDIA.CO DELTA.CO 

find a flight from DCA to LAX, Mar 
26 - Mar 31, under $20 

ChatGPT connects to third parties now 
To provide real-time information and suggestions based 
on your needs, ChatGPT may share your inputs with 
third-party services when connecting or searching 
through them 

You want to book a flight for a trip, 
but comparing prices across different 
platforms is a huge hassle. So you 
turn to Gemini for help 

Gemini, developed and run by 
Google, is not personalized and 
provides only general information and 
suggestions 

Then you open Gemini 

You choose Continue for this task 

You enter your itinerary, dates, and 
budget in the chat with Gemini 

Shortly, Gemini provides the option 
for you 

You accept its recommendation and 
successfully book the flight ticket. 

A fter you enter your needs,  a popup 
notifi es you that Gemini connects to 
other Google services (e.g., Google 
Flight) for real-time information 

Your booking has been successfully complete 

DCA
 

March 27, 5:35p 

LAX
 

March 27, 8:43p 

6h8m Nonsto 

Non
 
Personalizatio 

Gemin 

Delta Flight: DL392 DCA → LAX (March 27, 
5:10PM - 8:06PM), Basic Economy: $21 

Google Flight 

find a flight from DCA to LAX, Mar 
26 - Mar 31, under $20 

find a flight from DCA to LAX, Mar 
26 - Mar 31, under $20 

Gemini connects to other Google Services now 

To provide real-time information and suggestions based on your needs, Gemini 
may share your inputs with other Google services when connecting or searching 
through them 

find a flight from DCA to LAX, Mar 
26 - Mar 31, under $20 

Gemini connects to other Google Services 
now 
To provide real-time information and suggestions based on your needs, Gemini 
may share your inputs with other Google services when connecting or searching 
through them 

Figure 2: A: Example Storyboards for Personalization Sce-
nario; B: Example storyboards for personalized condition in 
Data-sharing Scenario, where the GenAI provides personal-
ized results; C: Example storyboards for non-personalized 
condition in Data-sharing Scenario, where the GenAI pro-
vides general results. 

Booking tasks naturally involve both necessary information disclo-
sure (e.g., travel dates, destinations) and optional personal infor-
mation (e.g., preferences, calendar). They also require coordination 
with external service providers (e.g., Google Flight, Expedia). These 
characteristics make the flight booking task a suitable and realistic 
setting for examining how users reason about privacy in both the 
personalization scenario and the data-sharing scenario. 

To present the vignettes, we created storyboards (Figure 2), a 
technique from prior work on scenario-based evaluation [22]. Each 
storyboard consists of eight frames that illustrate the task context, 
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Figure 3: An overview of the study procedure. 

technical background, interaction process, mock-ups of privacy 
choice designs, and resulting consequences. 

We designed the storyboards to reflect the visual and interaction 
language of each GenAI ecosystem. We used a cohesive first-party 
Google identity for the Gemini storyboards and incorporated mul-
tiple third-party service logos to convey its ecosystem role and 
integration model for the ChatGPT storyboards. For each type, we 
then designed privacy choice interfaces that were consistent with 
the visual and interaction language. 

To ensure consistency and quality of the vignette and the corre-
sponding storyboards, we first developed detailed textual scripts for 
every vignette, iterated through multiple rounds of internal team 
review, obtained feedback from our industry partners who are fa-
miliar with GenAI product design, and then produced the finalized 
visual storyboards. These vignettes, along with the storyboards, are 
used for the surveys and follow-up interviews. 

4 Survey Method 
Based on the two vignettes, we conducted two vignette-based sur-
vey studies separately, with 246 participants in the Personalization 
Survey and 240 participants in the Data-sharing Survey, after ex-
cluding low-quality responses. We designed two vignette-based 
surveys to explore users’ experiences, preferences, and concerns 
around privacy design in GenAI ecosystems. We drew on prior 
user-centered research on privacy choice and control [10, 17], and 
further developed the items to reflect recent findings on how people 
understand GenAI ecosystems [47]. The complete survey protocol 
is available in the Appendix A.1. We describe the study procedures 
for both the Personalization Survey and the Data-sharing Survey 
in this section. Our institution’s IRB approved the study. 

4.1 Survey Protocols 
4.1.1 Personalization Survey Protocol. The survey consisted of 
three parts. First, we assessed participants’ prior experiences with 
AI tools, including products used and typical usage scenarios. Sec-
ond, participants completed all four vignettes representing the 
full set of conditions in the Personalization Scenario, in which the 
GenAI ecosystem requested data for personalization. All story-
boards were counterbalanced to avoid order effects. Presenting all 
conditions to each participant helped control for potential biases 
arising from differences in participants’ prior experiences or back-
grounds. After each vignette, participants made privacy decisions, 
including whether to enable personalization, which accounts to 
link if personalized, what types of data they considered useful (per-
ceived usefulness), and what types they considered too sensitive 
(perceived data sensitivity). They also explained their reasoning 
in open-ended responses. Then, participants rated their perceived 
sense of privacy control (i.e., their subjective feeling of being able 

to manage and influence how their data is used), trust, and usage 
willingness via Likert scales. Third, we gathered feedback on par-
ticipants’ expectations for privacy control (i.e., the types of privacy 
settings or controls they would like available) and data information 
presentation, and their privacy-related concerns by using multiple-
choice questions. Demographic and technical background questions 
concluded the survey. 

4.1.2 Data-sharing Survey Protocol. Data-sharing Survey followed 
a similar structure but focused on scenarios where the GenAI 
ecosystem proposed sharing user data with external services. Simi-
lar to the Personalization Survey, each participant was shown all 8 
randomized vignettes, ensuring that every participant experienced 
the full design space. After each vignette, participants completed 
Likert-scale items assessing their perceived sense of privacy control, 
trust, and usage willingness. They then answered multiple-choice 
questions about their expectations for privacy control and presen-
tation design, followed by demographics and technical background. 

4.2 Survey Development and Pilot Study 
Before running the formal study, we launched three batches of pilot 
studies to test our screening mechanism, survey flow, and survey 
logic for both survey studies. We identified any potential errors in 
displaying the vignettes in the first pilot survey and determined 
the number of storyboards each participant needed to review in 
the second pilot survey. 

4.3 Participants Recruitment and Eligibility 
We implemented both survey studies using Question Pro and re-
cruited our participants through Prolific in May 2025. We framed 
our studies as Designing Interfaces about AI Products to mitigate self-
selection bias from pre-existing privacy beliefs as prior work [2, 46] 
We distributed the survey multiple times throughout the week, 
deliberately releasing each batch at varying times of day and on 
different days to accommodate participants with diverse schedules. 
We launched the two surveys simultaneously in each distribution 
batch, but participants were mutually exclusive across the two stud-
ies. This approach ensured independent samples while maintaining 
consistent timing and survey conditions. We also selected the “even 
distribution” option on Question Pro to ensure an even distribution 
of all vignettes. 

On Prolific, we set the recruitment criteria to filter participants 
who are at least 18 years old, located in the US, fluent in English, 
and have an over 97% task approval rate. All participants have 
recently used AI products. This is to ensure that, when respond-
ing to our survey, our participants could build connections with 
their prior experiences, further increasing our data. All participants 
would sign the consent form through Question Pro before taking 
the survey. After participants completed the survey, we filtered out 
low-quality responses based on several criteria: unusually fast com-
pletion times (e.g., under one minute for the main survey), duplicate 
submissions (identical responses from different Prolific IDs), and 
open-ended answers that showed clear signs of copy-pasting (e.g., 
the same text repeated across all questions). Both studies took an 
average of 18 minutes to complete. Participants received $3.00 in 
the Personalization Survey and $5.00 in the Data-sharing Survey. 
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4.4 Data Analysis 
We collected quantitative and qualitative data via two surveys. 

4.4.1 Quantitative data. We defined three ordinal measures, i.e., 
privacy control, trust changes on the LLM chatbot, and willingness 
changes to continue using the LLM chatbot on a 5-point Likert 
scale. To examine the effects of type, timing, and their interaction, 
we fitted three Cumulative Link Mixed Models (CLMMs) for our 
analysis [8]. The model included random intercepts for participants 
to account for repeated measures (N = 809). We corrected p-values 
with Tukey’s Honestly Significant Difference (HSD). To examine 
users’ perspectives, expectations, and needs regarding privacy con-
trol, the presentation of privacy-related information, and their con-
cerns, we analyzed responses to binary multiple-choice questions 
using Generalized Linear Mixed Models (GLMMs) [9]. Similar to 
CLMMs, the GLMMs model fixed effects of type and timing. Sim-
ilarly, we adjusted p-values with the Tukey Honestly Significant 
Difference (HSD) correction to control for multiple comparisons. In 
cases where we observed marginal patterns (0.05 < 𝑝 < 0.10), we 
report them only as exploratory observations that may suggest 
potential relationships but do not constitute. We include these pat-
terns primarily to inform directions for future work, as this study 
serves as an initial exploration of the design space. 

4.4.2 Qualitative data. For each open-ended question from the 
survey studies, two researchers collaboratively coded the responses. 
They conducted multiple rounds of discussions to reach a full agree-
ment and generated an initial codebook. Then, one researcher coded 
all data independently using the initial codebook. Upon completion, 
all authors reviewed the codes together, discussed any disagree-
ments, and refined the codebook as needed until a full agreement 
was reached. As we collaboratively completed the coding in mul-
tiple rounds and reached a complete agreement, the inter-coder 
agreement was not required [37]. The codebook is available in the 
supplement materials. 

4.5 Ethical Considerations 
To mitigate potential privacy concerns, we used storyboards to 
present the vignettes, rather than collecting data from real-world 
usage scenarios. We did not collect any personally identifiable 
information in the study. The only identifier for our participants is 
their unique IDs from Prolific, which consist of random numbers 
and letters. Additionally, when we rejected low-quality responses, 
we provided a short explanation to the participants. 

5 Results from Personalization Survey 
In this section, we present participants’ preferences for privacy 
choice timing and their expectations for privacy choice when facing 
different types of GenAI ecosystems in the Personalization Scenario. 
We first show participants’ preferences for the privacy choice timing 
along with descriptive data. We next describe how GenAI ecosystem 
types shaped their privacy decisions, information needs, and control 
expectations. 

5.1 Demographic Information 
We received 246 valid responses from the Personalization Survey. 
Our participants represent diverse backgrounds in terms of their 

genders, ages, technical levels, etc. The demographic information 
can be found in Table 3. 

5.2 Timing 
5.2.1 The timing of privacy choice influences participants’ perceived 
usefulness for personalization. We first asked participants’ prefer-
ences for different data sources for the GenAI ecosystem personal-
ization. Participants could select multiple choices, including Mem-
ory in the G en chatbot, Google Account, and Microsoft Account. 
We also did not observe a significant effect on their willingness 
to integrate a Microsoft Account from the timing of the privacy 
choice among ChatGPT users. Overall, the timing of the privacy 
choice did not significantly influence participants’ selection of per-
sonalization sources. Next, we asked participants which types of 
data they considered useful and too sensitive for personalization 
purposes, offering options including Calendar, Email, Contacts, and 
Photos. Participants viewed “Contacts” as useful for personalization 
with just-in-time privacy 2 choice (𝜒 (1, 𝑁 = 984) = 4.90, 𝑝 = .029). 
Regarding sensitivity, just-in-time privacy choice marginally in-
creased perceptions of Email as sensitive 2 (𝜒 (1, 𝑁 = 984) = 3.43, 
𝑝 = .064), without reaching statistical significance. Notably, the 
GLMM models could not be reliably fitted for “Calendar” and “Pho-
tos” due to insufficient response variance among participants. 

5.2.2 At-setup privacy choice increases participants’ perceived sense 
of privacy control. We asked participants about their perceived 
sense of privacy control provided by the privacy choice. Participants 
reported a stronger sense of control when the choice was presented 
at setup rather 2 than just in time. (𝜒  (1, 𝑁 = 984) = 4.02, 𝑝 = .045). 

5.2.3 The timing of privacy choice did not impact participants’ per-
ceived trust in the GenAI ecosystems. We asked participants to rate 
their perceived changes in their trust in the ability of GenAI to 
handle their data responsibly. The CLMM model showed that the 
timing of privacy choice didn’t have a significant impact on partic-
ipants’ trust ( 2𝜒  (1, 𝑁 = 984) = 0.06, 𝑝 = .800). Most participants 
reported “No change” in trust (62.60%, 𝑛 = 616) while 24.08% partic-
ipants (𝑛 = 237) selected “I trust it somewhat more”. 

5.2.4 The timing of privacy choice did not impact participants’ will-
ingness to use GenAI ecosystems. We did not observe a significant 
effect on participants’ willingness from the timing of privacy choice 
( 2𝜒  (1, 𝑁 = 984) = 0.53, 𝑝 = .466). Most participants reported “No 
change” in their willingness to continue using the system (59.04%, 
𝑛 = 581), indicating relatively stable intentions across conditions. 

5.2.5 The timing of privacy choice did not impact participants’ need 
for privacy control. We examined participants’ preferred privacy 
controls when GenAI ecosystems requested access to their data. 
The GLMM analyses did not reveal a significant effect of timing on 
participants’ control preferences. This suggests that participants’ 
desired privacy controls may be generally consistent regardless of 
when the privacy choice is presented. 

The three most frequently selected control options were: “Choose 
in advance which types of data ChatGPT can or cannot access (e.g., 
block location sharing)” (70.63%, 𝑛 = 695), “A dashboard to track who 
received my data” (55.18%, 𝑛 = 542), and “Real-time approval before 
each data transfer” (54.57%, 𝑛 = 537). The high selection rate for 
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Table 3: Participants’ demographic information for personalization survey 

Gender Age Education Employment Tech Level 

Female 46.3% 18-24 years old 4.5% High school or below 34.1% Working full-time 64.2% Ultra Nerd 8.1% 

Male 51.2% 25-34 years old 26.8% Bachelor degree 49.2% Working part-time 16.7% Technically Savvy 60.6% 

Non-binary 1.2% 35-44 years old 25.6% Master degree 10.6% Unemployed and looking for work 4.1% Average User 30.1% 

Prefer not to answer 1.2% 45-54 years old 24.0% Doctoral degree 2.8% A homemaker or stay-at-home parent 4.5% Luddite 1.2% 

55+ years old 17.9% Prefer not to answer 3.2% Student 2.8% 

Prefer not to answer 1.2% Retired 5.3% 

Other 2.4% 

pre-authorization and real-time approval of data types indicates 
that participants value granular and immediate control over their 
personal information. This suggests a desire for GenAI ecosystems 
that allow users to proactively define privacy boundaries, rather 
than relying solely on passive or after-the-fact controls. 

5.2.6 Just-in-time privacy choice increased participants’ desire for 
some privacy-related information. We then investigated participants’ 
needs for privacy information through a multiple-choice question. 
When the privacy interface was shown just in time, participants 
showed a greater need to control the “specific types of data being 
accessed” ( 2𝜒  (1, 𝑁 = 984) = 7.75, 𝑝 < .001). We also observed a 
marginal trend towards a greater need to control “how long the data 

2will be stored” (𝜒  (1, 𝑁 = 984) = 2.57, 𝑝 = .077). 
Participants prioritized transparency around data sharing, ac-

cess rights, and specific data types collected. “Whether data will 
be shared with third parties (e.g., advertisers, partner companies)” is 
the top option (59.76%, 𝑛 = 588). “Who can access the data (e.g., 
only ChatGPT, OpenAI, third-party providers)” is the second (56.40%, 
𝑛 = 555), and “Specific types of data being accessed (e.g., emails, 
calendar entries, files in Drive)” is the third (54.98%, 𝑛 = 541). 

5.2.7 At-setup privacy choice reduced participants’ privacy concerns. 
Finally, we asked participants to report their privacy concerns when 
the GenAI ecosystem requests access to their data for personaliza-
tion. When privacy choice presenting at setup, participants were 
significantly less likely to report concerns about unauthorized data 
collection ( 2𝜒  (1, 𝑁 = 984) = 6.61, 𝑝 = .010), potential misuse by 

2the AI (𝜒  (1, 𝑁 = 984) = 8.37, 𝑝 = .004), loss of control over shared 
data ( 2𝜒  (1, 𝑁 = 984) = 8.42, 𝑝 = .004), and inability to track how 
data is used ( 2𝜒  (1, 𝑁 = 984) = 18.85, 𝑝 < .001). We also observed 
marginal reductions in concerns about the lack of transparency 

2about what data is collected (𝜒  (1, 𝑁 = 984) = 3.72, 𝑝 = .054) and 
data sharing with untrusted third parties ( 2      𝜒  (1, 𝑁 = 984) = 3.00, 
𝑝 = .083), though these effects did not reach conventional statistical 
significance. 

Among the concerns when the GenAI ecosystem requests ac-
cess to their data for personalization, participants were mostly 
concerned with “data shared with untrusted third parties” (71.85%, 
𝑛 = 707), “unauthorized data collection” (57.31%, 𝑛 = 564), and “lack 
of transparency about what’s collected” (54.37%, 𝑛 = 535). 

5.3 Type of GenAI Ecosystems 
5.3.1 Participants preferred to use chatbots’ memory for personal-
ization in third-party ecosystems, whereas they preferred to use data 

from the same company for personalization in first-party ecosystems. 
Participants showed 2 a stronger preference for Memory (𝜒  (1, 𝑁 = 
984) = 6.46, 𝑝 = .011) when facing ChatGPT than Gemini. While 
those interacting with Gemini favored connecting their Google 
Account over ChatGPT (𝜒 2 (1, 𝑁 = 984) = 19.48, 𝑝 < .001). Regard-
ing sensitivity, Gemini decreased the number of participants who 
considered “Email” sensitive (𝜒 2 (1, 𝑁 = 984) = 5.95, 𝑝 = .015). We 
didn’t find a significant effect on participants’ perceived usefulness 
of data resources from the type of GenAI ecosystem. 

5.3.2 Third-party ecosystems increased participants’ perceived sense 
of privacy control. Regarding perceived sense of privacy control, 
participants perceived ChatGPT providing more sense of privacy 
control compared to Gemini ( 2𝜒  (1, 𝑁 = 984) = 3.83, 𝑝 = .050). 

5.3.3 Type of GenAI ecosystem did not affect participants’ perceived 
trust and their willingness to use the GenAI ecosystem. The CLMM 
model showed that the type of GenAI ecosystem didn’t have a 
significant impact on participants’ trust ( 2𝜒  (1, 𝑁 = 984) = 0.02, 
𝑝 = .886) as well as participants’ willingness from the type of GenAI 
( 2𝜒  (1, 𝑁 = 984) = 0.26, 𝑝 = .610). 

5.3.4 Type of GenAI ecosystem did not affect participants’ need for 
privacy control. Among the options for privacy concerns, we did 
not observe significant effects of either type on participants’ control 
preferences from the type of GenAI ecosystem. This suggests that 
users’ expectations for managing their data remain relatively stable 
regardless of whether they interact with a first-party or third-party 
GenAI ecosystem. 

5.3.5 Third-party ecosystems increased participants’ need for some 
privacy-related information. We found that when using ChatGPT, 
participants were more likely to request information related to 
the purpose of data use ( 2 𝜒 (1, 𝑁 = 984) = 12.99, 𝑝 < .001), who 
can access the data ( 2𝜒  (1, 𝑁 = 984) = 10.53, 𝑝 = .001), and po-

2tential risks of exposure (𝜒  (1, 𝑁 = 984) = 4.66, 𝑝 = .031). This 
suggests that third-party ecosystems like ChatGPT trigger stronger 
privacy concerns, prompting users to seek more granular control 
over how their data is used, who can access it, and the potential 
risks associated with sharing. 

5.3.6 First-party ecosystems and participants’ privacy concerns. The 
GLMM model indicated that Gemini has marginally decreased par-
ticipants’ concern about 2 the loss of control over shared data (𝜒  (1, 𝑁 = 
984) = 3.07, 𝑝 = .080), though this effect was not statistically sig-
nificant. While this effect did not reach the level of significance, it 
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suggests a possible sensitivity to just-in-time privacy choice. The 
results indicate that just-in-time privacy choice increased partici-
pants’ awareness and concern about various privacy risks compared 
to providing them at setup. 

6 Results from Data-sharing Survey 
In this section, we report participants’ preferences for privacy 
choice timing and expectations when facing different GenAI ecosys-
tem types and personalization toggles in the Data-sharing Scenario. 
We first present participants’ preferences for the privacy choice 
timing along with descriptive data. Then, we describe how GenAI 
ecosystem types and personalization toggles shaped their privacy 
decisions, information needs, and control expectations. 

6.1 Demographic Information 
We received 240 valid responses for the Data-sharing Survey. The 
participant demographic composition in the Data-sharing Survey 
closely mirrors that of the Personalization Survey in terms of gen-
der, age distribution, technical background, and AI usage. Table 4 
summarizes the demographic characteristics across both studies. 

6.2 Timing 
6.2.1 At-setup privacy choice and participants’ perceived sense of 
privacy control. Similarly, in each vignette, we asked participants 
about their perceived sense of privacy control of the interface in 
the scenario. We observed a marginally significant effect of tim-
ing ( 2𝜒  (1, 𝑁 = 1920) = 3.46, 𝑝 = .063), indicating a trend towards a 
higher perceived sense of control with at-setup choices compared 
to just-in-time ones. 

6.2.2 Just-in-time privacy choice and participants’ perceived trust. 
We also asked participants to evaluate how their trust in the GenAI 
ecosystem’s ability to handle their data responsibly changed as a 
result of the interface they just interacted with in the Data-sharing 
Survey. The CLMM model showed that just-in-time privacy choices 
marginally increase participants’ perceived 2  trust change (𝜒 (1, 𝑁 = 
1920) = 3.12, 𝑝 = .078), suggesting a possible, but not statistically 
significant, increase in trust with timely, context-specific prompts. 
The majority of participants selected “No change” (51.72%, 𝑛 = 993). 
Following that, 22.14% participants (𝑛 = 425) selected “I trust it 
somewhat more”, and 17.50% participants (𝑛 = 336) selected “I trust 
it somewhat less”. 

6.2.3 The timing of privacy choice did not impact participants’ will-
ingness to use GenAI ecosystems. We then asked participants how 
the interface changed their willingness to continue using the GenAI 
ecosystem. We did not find a significant effect from the timing of 
the privacy interface 2 (𝜒  (1, 𝑁 = 1920) = 2.57, 𝑝 = .110). Most 
responses are “No change” (51.51%, 𝑛 = 989) in their willingness to 
continue using the GenAI ecosystem. The second selected response 
was “I’m somewhat more willing to use it” (24.21%, 𝑛 = 465). 

6.2.4 Just-in-time privacy choice increased participants’ need for 
privacy control. We asked participants about their need for privacy 
control when the GenAI ecosystem shares information with ex-
ternal service providers through a multiple-choice question. We 
observed that participants show more interest in “real-time approval 
before each data transfer” when the interface that provides privacy 

choice is present just in time (𝜒 2 (1, 𝑁 = 1920) = 7.69, 𝑝 = .006). 
This indicates that just-in-time interfaces may prompt users to 
seek more granular, task-specific control over their data. For the 
privacy control needs, consistent with Personalization Survey (Sec-
tion 5.2.5), the three most selected options were “choose in advance 
which types of data ChatGPT can or cannot access” (66.82%, 𝑛 = 1283), 
“real-time approval before each data transfer” (47.66%, 𝑛 = 915), and 
“a dashboard to track who received my data” (47.29%, 𝑛 = 908). 

6.2.5 At-setup privacy choice and participants’ need for privacy-
related information. Regarding participants’ need for privacy in-
formation presentation, we observed that at-setup privacy choices 
were associated with a marginally higher need for information 
about “ 2potential risks of data exposure” (𝜒  (1, 𝑁 = 1920) = 3.45), 
𝑝 = .063) when facing with at-setup privacy choice than just-in-
time ones. While this effect did not reach conventional significance 
levels, it suggests that just-in-time privacy choice may provide 
participants with sufficient contextual information, potentially re-
ducing their perceived need for additional risk-related details. It 
is noted that for the option “physical location of data storage (e.g., 
servers in specific countries)”, the model showed convergence issues, 
likely due to near multicollinearity among predictors or variables 
on different scales, which can affect the stability of parameter esti-
mation. When the GenAIecosystem notifies participants about con-
necting to third-party services, the most commonly selected types 
of presented information were “who can access the data (52.97%, 
𝑛 = 1017)”, “whether data will be shared with third parties (52.24%, 
𝑛 = 1003)”, “specific types of data being accessed (51.82%, 𝑛 = 995)”. 

6.2.6 At-setup privacy choice and participants’ privacy concerns. 
The GLMM model for privacy concerns indicated a marginal trend 
toward decreased concern over the lack of transparency about what 
data is collected when privacy 2 choice appeared at setup (𝜒  (1, 𝑁 = 
1920) = 3.01, 𝑝 = .083). This pattern suggests a possible, though not 
statistically significant, effect whereby presenting privacy choice 
at setup may help users anticipate data use and feel more informed 
about how their information is handled. During the process in 
which the GenAIecosystem notifies participants about connecting 
to third-party services, the most frequently reported concerns were 
“data shared with untrusted third parties” (62.92%, 𝑛 = 1208), “unau-
thorized data collection” (55.57%, 𝑛 = 1067), and “lack of transparency 
about what’s collected” (53.13%, 𝑛 = 1020). 

6.3 Type of GenAIEcosystem 
6.3.1 First-party ecosystems and participants’ sense of privacy con-
trol. Our CLMM model suggests a marginally significant effect of 
type on participants’ perceived sense of privacy control 2 (𝜒  (1, 𝑁 = 
1920) = 3.27, 𝑝 = .066), with participants reporting that Gemini 
gives them slightly higher control than ChatGPT. Although not sta-
tistically significant, this likely reflects that first-party ecosystems 
like Gemini feel more integrated and predictable, giving slightly 
higher perceived control than third-party systems like ChatGPT. 

6.3.2 Type of GenAI ecosystem did not impact participants’ per-
ceived trust and privacy concerns. Regarding the perceived trust in 
GenAI ecosystems, we did not observe a significant effect on partic-
ipants’ trust from GenAI ecosystem type ( 2  𝜒 (1, 𝑁 = 1920) = 2.42, 
𝑝 = .120), suggesting that participants’ trust in GenAI ecosystems 
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Table 4: Participants’ demographic information for data-sharing survey 

Gender Age Education Employment Tech Level 

Female 44.2% 18–24 years old 3.3% High school or below 38.3% Working full-time 61.7% Ultra Nerd 7.5% 

Male 55.8% 25–34 years old 27.1% Bachelor degree 44.2% Working part-time 17.1% Technically Savvy 64.6% 

35–44 years old 24.2% Master degree 12.9% Unemployed and looking for work 8.3% Average User 27.5% 

45–54 years old 24.6% Doctoral degree 2.5% A homemaker or stay-at-home parent 2.9% Luddite 0.4% 

55+ years old 20.8% Prefer not to answer 2.1% Student 1.2% 

Retired 5.0% 

Other 3.8% 

may depend less on whether it is a first-party or third-party system. 
Similarly, we observed no significant effect of ecosystem type on 
privacy concerns, indicating that ecosystem type alone does not 
strongly influence users’ control preferences or worries about data 
handling. 

6.3.3 First-party ecosystems increased participants’ willingness to 
continue using GenAI ecosystems. The CLMM revealed a significant 
main effect of type of GenAI ecosystem ( 2𝜒  (1, 𝑁 = 1920) = 4.97, 
𝑝 = .026), with participants reporting higher willingness under 
Gemini compared to ChatGPT. The difference may reflect partic-
ipants’ greater familiarity or trust with Gemini as a first-party 
ecosystem, rather than the GenAI itself. 

6.3.4 Third-party ecosystems increased participants’ need for pri-
vacy control. We also observed that ChatGPT has significantly in-
creased participants’ needs about “automatic expiration of shared 
data” ( 2𝜒  (1, 𝑁 = 1920) = 5.64), 𝑝 = .018). It indicated that partici-
pants were less confident in how the third-party ecosystem would 
manage or retain their information over time. 

6.3.5 Participants’ mixed need for privacy-related information. We 
observed that participants expressed greater needs for the informa-
tion about “purpose of using the data” when using Gemini compared 
to using ChatGPT 2 (𝜒  (1, 𝑁 = 1920) = 5.17), 𝑝 = .023). They also ex-
pressed increased interest in information about “security measures 

2to protect the data” (𝜒 (1, 𝑁 = 1920) = 6.66), 𝑝 = .010) when using 
ChatGPT. The model of option “physical location of data storage 
(e.g., servers in specific countries)” also showed convergence issues 
for the type of GenAI ecosystems. 

6.4 Personalization Toggle 
6.4.1 Personalization toggle did not significantly influence partici-
pants’ sense of privacy control, perceived trust, willingness to use the 
GenAI ecosystem, or privacy-related control preferences. We did not 
find a significant effect of the personalization toggle on perceived 
privacy control ( 2  𝜒 (1, 𝑁 = 1920) = 2.66, 𝑝 = .103, participants’ 
trust ( 2𝜒  (1, 𝑁 = 1921) = 1.83, 𝑝 = .176), or changes in willingness 
to use the GenAI ecosystem ( 2𝜒  (1, 𝑁 = 1920) = 1.28), 𝑝 = .258). 
Similarly, among the options for privacy control, the personaliza-
tion toggle did not produce any significant effects. 

6.4.2 Personalization toggle increased participants’ need for privacy-
related information. In terms of privacy-related information pre-
sentation, the GLMM model revealed a significant effect of person-
alization toggle on participants’ interest in the“purpose of using the 
data” ( 2𝜒 (1, 𝑁 = 1920) = 4.64), 𝑝 = .031), suggesting that partici-
pants have a greater need to understand why their data is being 
used when interacting with a personalized GenAI ecosystem. 

6.4.3 Participants’ mixed privacy concerns. When the GenAI ecosys-
tem was personalized, participants expressed greater concern about 
“ 2inability to track how data is used” (𝜒  (1, 𝑁 = 1920) = 7.74, 𝑝 = 
.005), suggesting that personalization increases attention to trans-
parency and data traceability. Surprisingly, participants showed 
reduced concern about “ 2loss of control over shared data” (𝜒  (1, 𝑁 = 
1920) = 5.62, 𝑝 = .018) with personalized GenAI ecosystem. 

6.5 Key takeaway from survey results 
The survey studies reveal a directional paradox in participants’ 
privacy perceptions and preferences (Table 5). In the Personaliza-
tion Survey, participants reported less perceived sense of privacy 
control when entrusting personal data to first-party GenAI ecosys-
tems such as Gemini (Section 5.3), and they expressed a preference 
for third-party ecosystems like ChatGPT. However, the third-party 
ecosystems also raised participants’ needs for several privacy in-
formation presentations, such as who can access the data, and 
potential risks of exposure. Conversely, in the Data-sharing Survey 
(Section 6.3), first-party ecosystems (e.g., from Gemini to Google 
Flights) gave participants a greater perceived sense of privacy con-
trol compared to third-party ecosystems. The survey studies also 
showed a consistent preference for the privacy choice presented at 
setup. In both survey studies, participants associated the at-setup 
privacy choice with a stronger perceived sense of privacy control, 
and the just-in-time privacy choice brought more privacy concerns. 
Specifically, in the Personalization Survey, just-in-time privacy 
choice significantly increased all types of participant concerns; in 
the Data-sharing Survey, they specifically heightened concerns 
about the lack of transparency regarding data collection. 

Taken together, these contradictory patterns suggest that partic-
ipants hold more nuanced and complex privacy perceptions, con-
cerns, and preferences than what the survey study alone can reveal. 
To gain deeper insight into the reasoning behind these responses, 
we conducted a follow-up interview study. 
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Table 5: Comparison of key privacy constructs across upstream and downstream scenarios. 

Construct Upstream Personalization 
(User → GenAI) 

Downstream Data Sharing 
(GenAI → External Service) 

Notable Cross-Scenario Con-
tradictions 

Perceived Privacy 
Control 

Higher for At-setup. Higher for 
third-party ecosystems. 

Marginally higher for first-
party ecosystems 

Opposite effect of ecosystem 
type 

Trust No significant effects No significant effects Trust stable 

Willingness to Use No significant effects Higher for first-party ecosys-
tems 

Ecosystem type matters only 
downstream 

Control Needs No significant effects Just-in-time increases the de-
sire for real-time approval. 
Third-party ecosystem in-
creases automatic-expiration 
control 

Timing and ecosystem type mat-
ter only downstream 

Information Needs Just-in-time increases the need 
for specific data-type details. 
Third-party increases the need 
for purpose and access 

Ecosystem-type effects are 
mixed. Personalization in-
creases the need for purpose. 

Purpose-of-use importance 
shifts across scenarios 

Privacy Concerns At-setup reduces most con-
cerns. 

Effects narrower (primarily 
transparency-related) 

At-setup timing reduces con-
cerns upstream but not down-
stream 

7 Follow-up Interview Study 
Motivated by these paradoxical patterns, we conducted a follow-up 
interview study with 16 participants. We presented all vignettes to 
each participant to support a holistic comparison across the two 
scenarios. This interview study allowed us to gather deeper, interac-
tive insights that help understand the survey results and reveal the 
perceptions, concerns, and preferences underlying participants’ pri-
vacy preferences. In this section, we describe the interview methods 
and key findings. 

7.1 Method 
7.1.1 Protocol. The interview consists of three parts. In the first 
part, we collected participants’ demographic information and ex-
plored their daily experiences with GenAI chatbots. In the second 
part, we presented Personalization Scenario storyboards, asking 
participants to indicate their personalization choice and explain 
their reasoning. We then asked about their perceived sense of pri-
vacy control, trust changes, concerns, and needs related to privacy 
management. After discussing all storyboards, we asked partici-
pants to rank those conditions presented in the storyboards and 
give reasons. The third part followed the same procedure using 
Data-sharing Scenario storyboards, probing privacy perceptions, 
trust, concerns, and needs, followed by condition ranking. All sto-
ryboards were counterbalanced to avoid order effects. 

7.1.2 Participants Recruitment. Similarly, we recruited our partici-
pants through Prolific by framing our studies as “Design Interfaces 
about AI Products Interview” in July and August 2025. We also 
distributed the survey multiple times throughout the week. On Pro-
lific, we set the same recruitment criteria as survey studies. We first 
use the screening survey to filter eligible respondents with prior 
Gen AI experience. The average completion time of the screening 
survey was 1 minute 21 seconds, and participants received $0.2 after 

completing the screening survey. After the screening survey, all 
eligible participants continued to take the interview after signing 
another consent form. The duration of the interviews ranged from 
30 to 60 minutes. Upon interview completion, they would receive 
another $25 bonus, making the total compensation $25.2. 

7.1.3 Data Analysis. For the interview data, two co-authors read 
the interview transcripts several times. Then they coded data from 
two participants collaboratively and generated two initial code-
books (one for the Personalization Scenario and one for the Data-
sharing Scenario). Using the initial codebooks, the two co-authors 
coded the rest of the data individually. They constantly compared 
and discussed their codes, resolving any disagreements as they 
coded, and then updated the codebooks as needed. Upon comple-
tion of the coding, the two co-authors cross-checked each other’s 
coding again to ensure full agreement. Then, the co-authors ex-
amined and discussed the codebooks and grouped the codes into 
higher-level themes. The final codebook contains 56 unique codes 
in 8 themes and 44 unique codes in 7 themes, respectively. 

7.2 Demographic Information 
We recruited 16 participants for the interview study, representing 
a diverse range of backgrounds and experiences with both first-
party and third-party GenAI ecosystems. All participants were 
English-speaking and based in the United States. We compared 
demographics, including technical skills and GenAI experience, and 
found that interview and survey participants had similar profiles, 
supporting the relevance of qualitative insights to the quantitative 
results. We observed data saturation by the 13th interview, but we 
continued recruitment until 16 participants to ensure saturation. 
Table 6 summarizes the participants’ demographic information. 
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Table 6: Participants’ demographics information for interview study 

ID Age Gender Ethnicity Profession Technology 
Skills 

GenAI Chatbots Usage Frequency Usage 

P01 55 Male White Retired Above average ChatGPT, Gemini Once a day 
P02 33 Male Middle Eastern Q&A tester Expert Deepseek, ChatGPT, Gemini Several times a day 
P03 33 Male White Construction 

worker 
Pretty well Deepseek, ChatGPT, Gemini, 

DALLE 
Several times a day 

P04 43 Male White Commerce business 
owner 

Proficient ChatGPT, Gemini Once a day 

P05 54 Female White College professor Pretty well ChatGPT, Gemini Several times a day 
P06 54 Male Black Teacher Pretty well ChatGPT, Gemini Several times a week 
P07 32 Male White SVP assistant Pretty well ChatGPT, Gemini A few times a week 
P08 24 Female European/Asian Semiconductor busi-

ness owner 
Pretty well ChatGPT, Gemini, Deepseek, 

Deepl 
Several hours a day 

P09 35 Male White Retail sales Above average ChatGPT, Gemini Several times a day 
P10 30 Female Asian Social worker Pretty well ChatGPT, Gemini, Snapchat AI A few times a week 
P11 32 Male Asian Data engineer Proficient ChatGPT, Gemini, Meta AI Several times a day 
P12 45 Female White AI trainer Above average ChatGPT, Gemini, Copilot, 

Preplexity 
Several times a day 

P13 41 Male White College professor Above average ChatGPT, Gemini, Copilot A few times a week 
P14 31 Non-

binary 
White Teacher Average ChatGPT, Gemini, Copilot A few times a week 

P15 30 Male White/Asian Digital marketing Proficient ChatGPT, Gemini, Jasper AI Several times a day 
P16 55 Female White Full-time mom Pretty savvy ChatGPT, Gemini, Copilot Several times a day 

7.3 Personalization Scenario: Information input 
to GenAI chatbot for personalization 

7.3.1 Timing. At-setup privacy choice provided general pri-
vacy control in advance and supported a natural interaction, 
but they could be intrusive. 

Overall, participants viewed the at-setup privacy choice as gen-
eral control and management in advance. P02 remarked, “If you get 
the pop-up before you do the search, basically this is for the full expe-
rience, and not only your question...After you ask about the itinerary, 
you ask about it. It’s still going to look through all of your data.” P07 
extended this metaphor, describing the at-setup privacy choice as a 
gate before interacting with the GenAI chatbot: “Especially because 
you do it before anything gets done. Again, it’s like a metaphorical 
gate of saying by crossing this gate, this is what’s gonna happen.” 
Several emphasized the at-setup privacy choice because these op-
tions clarified how data would be used before any decisions. As 
P08 explained, “Prompt asking me if I would like a more person-
alized approach. Because I wouldn’t waste time inputting itinerary 
dates and whatnot.” In addition, participants valued the at-setup 
privacy choice because it required less effort than just-in-time op-
tions when managing their privacy. As P08 explained, “Because it’s 
a lot more convenient to give it access to what it needs before I prompt 
it... whereas if I just allow it to have access to my prior information. I 
would have to. . . I don’t have to provide as many details.” 

Some participants also framed the at-setup privacy choice as a 
more natural part of the interaction, aligning with their sense of 
an ongoing conversation with the GenAI chatbot. P01 compared 
it to the beginning of an interview: “It’s just like this interview, 
for example, [the privacy choice like] when you started with the 
introduction, the purpose for being there, and then you ask for consent 
to record the meeting. It just makes sense to me that you would get 
the permissions. And consents done in the beginning, so there’s no 
misunderstanding.” However, some participants perceived at-setup 
prompts as intrusive. P12 noted, “I might find the prompt before 
I give it anything. A little bit more intrusive than if they ask me 
afterwards.” P04 echoed, “I feel like if it pops up before, that might 

be something a little scared of... the steps that you want to get to, and 
then the pop-up appears, so it might not kind of scare people off.” 

Just-in-time privacy choice offered task-specific, contex-
tual control, but users perceived it as delayed disclosure. How-
ever, interestingly, some participants valued just-in-time privacy 
choice more because just-in-time provided more specific and rel-
evant control. P02 explained, “It means it’s only relevant to your 
search. This is something that I’m going to do... And it understands 
what you’re searching for, and it gives you prompts related to your 
search.” P16 echoed this point, describing just-in-time prompts as 
more task-oriented: “Right up front. . . I want to go to Colorado. But it 
doesn’t know anything else, necessarily. So I like [just-in-time] better... 
Because then I can decide. If I wanted to pull my information and do 
its AI thing, and give me [results].” Additionally, just-in-time privacy 
choice could avoid scaring people, since they come after they have 
already completed their initial steps. P04 said, “After the needs, you 
already got past the steps that you want to get to, and then the pop-up 
appears, so it might not kind of scare people off.” 

Meanwhile, some participants felt that just-in-time privacy choice 
reduced control once some data had already been shared. As P14 
explained, “You already gave it information and data. And then it’s 
asking, so it could have taken stuff from that initial prompt. You didn’t 
have the choice.” Just-in-time prompts also triggered suspicion when 
systems requested additional information after participants had 
already provided input. P08 noted, “If I already fed it information. 
And it still needs more information; I would find that a bit suspicious.” 

7.3.2 GenAI Ecosystem Types. First-party ecosystems were per-
ceived as richer, more integrated systems, but suspicious 
regarding their hidden data transfers and uses. During the 
interviews, participants frequently discussed the information flow 
within first-party GenAI ecosystems. Some participants preferred 
first-party GenAI ecosystems because they had longer and more 
frequent exposure to them, which built trust. P11 explained, “I trust 
Gemini and Google a little bit more. I have a Google One subscription 
and cloud subscription. So I just use Google a lot, and I’ve been using 
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that for many years.” This perspective aligns with the Personaliza-
tion Survey findings, where participants expressed weaker concern 
about losing control over shared data when using Gemini compared 
to ChatGPT(Section 5.3). 

Many assumed that first-party systems engage in extensive data 
transfer and generally hold much information about their users. 
Participants thought that first-party GenAI ecosystems have more 
information about them. As P07 explained, “Since Google’s more 
silent and has more information about me, I want to be able to have 
that information pulled out before I do anything.” Participants also 
assumed that first-party ecosystems are already connected to other 
services, which influenced their perceptions of data access. P08 said, 
“I like the way that ChatGPT. But Gemini, I find it suspicious that 
it’s asking for a personalized experience, because it’s already located 
on Google, and so it already has access to my Google information.” 
Participants also believed that once first-party GenAI ecosystems 
obtained their information, the systems would further develop 
their user profiles across the ecosystem. P07 explained, “Because 
there’s so much people use Google for, like me, using email search. 
There are probably people who use Google Travel. Outside of using AI, 
that’s maybe concerning, because it develops more of a profile, versus 
ChatGPT, where I think it’s just one thing.” 

Thus, participants perceived privacy consent requests for per-
sonal information for personalization as over-asking and some-
times confusing when using the first-party GenAI ecosystem. P08 
explained, “because it’s a Google service, it has access to my Google 
information, but if it’s asking for more Google information. I don’t 
know what that extra Google information is.” Participants expressed a 
preference for a guarantee that their information would remain self-
contained within the GenAI ecosystem rather than being shared 
across other systems of the same company. P04 noted, “It is similar 
to what I would do with ChatGPT, the memory in Gemini. Again, 
having it right in the program and self-contained, assuming it’s not 
shared with Google. That, since you’re not connecting or installing 
the account, that’s probably what I’d go with first option [memory in 
Gemini].” These perspectives align with the Personalization Survey 
results (Section 5.2), where participants reported a greater sense of 
privacy control when using ChatGPT compared to Gemini. 

7.3.3 Expectations and Needs: Enhance the Information Transparency 
and Data Access Control. Participants also expressed specific pri-
vacy needs with the GenAI ecosystems, largely aligning with find-
ings from the Personalization Survey. Regarding presentation, par-
ticipants in the interviews emphasized the importance of clarifying 
the data access scope (e.g., P10), who the data would be shared 
with (e.g., P11, P12), and how the data would be used (e.g., P11, 
P12). These priorities are closely aligned with survey results (Sec-
tion 7.4.3). Regarding control, participants stressed the ability to 
manage and restrict data access, which also aligned with the top 
survey priority (Section 5.2). 

7.4 Data-sharing Scenario: Information output 
from GenAI chatbot to external providers 

7.4.1 Timing. At-setup privacy notice provided advanced clar-
ification, but also vague scope and intrusive questioning. 

Participants generally viewed the privacy choice presented at 
setup as providing strong control before any data exchange. As P15 

noted, “I’d rather have that start immediately, be on notice immedi-
ately, as I’m starting the whole process. So you’re still willing to maybe 
manage and control it before you start anything else.” Similar to ear-
lier findings (Section 7.3.1), participants valued at-setup options for 
offering clarity and reducing surprise. P08 said, “Because just having 
it beforehand. I think that’s a lot more useful and less surprising and 
more useful.” By contrast, some participants perceived just-in-time 
prompts as a delayed disclosure that reduced trust. P14 explained, 
“I think if it... times you afterwards, I have less trust in it, because it 
already took some of my information. Before letting me know how I 
could be used or giving me a choice.” However, some participants 
described the at-setup privacy choice as confusing or intrusive, 
especially when they appeared disconnected from the task. As P13 
remarked, “It just jumps out to me as a little bit suspicious. It’s not 
asking me for information about myself. It’s connecting to something 
externally. Why is it doing that when I haven’t asked it anything or 
given it any information?” 

Just-in-time privacy notice offered contextual, task-specific 
control but could disrupt the natural flow of interaction. Con-
sistent with Section 7.3.1, some participants valued just-in-time 
privacy choice for offering task-specific and contextual control. P02 
noted, “I think in this scenario, definitely option B is going to be clearer. 
Because it pops up after the prompt, it’s only related to your flight in-
formation. This scenario makes a lot of sense.” Some participants also 
described just-in-time privacy choice as random and interruptive, 
disrupting the interaction flow. As P08 explained, “It [just-in-time] 
just seems an ill-conceived time, because it doesn’t make sense to have 
it. After I’ve already prompted it to do something. It would just appear 
in front of where my generation, or where my prompts’ answer would 
have been. So I find A [just-in-time] inconvenient, and B [at-setup] a 
lot more convenient.” 

7.4.2 GenAI Ecosystem Types. First-party ecosystems hide data 
transfers and uses for profit. Same as Section 7.3.2, some par-
ticipants assumed that first-party GenAI ecosystems were already 
interconnected and would use data from the chatbot across other 
services. As P08 remarked, “what Google is telling me is something 
that is already sort of intuitively known.” Additionally, P07 preferred 
ChatGPT over Gemini, perceiving less risk of data reuse: “Proba-
bly getting ChatGPT, because I think there’s less risk of my personal 
data being used, especially because, again, Google’s such a giant 
company, and my data’s gonna be used for certain services.” Partici-
pants also questioned the motivations behind sharing information 
with external service providers, suspecting that first-party ecosys-
tems benefited financially from such integrations. P16 captured 
this skepticism: “I always find it a little suspicious when Google’s 
recommending Google Flights, like, are they making a profit out of 
this?” 

Third-party ecosystems introduced more unknowns and 
increased the need for transparency. However, participants felt 
that when using third-party GenAI ecosystems, there was more 
they needed to know. They wanted clearer disclosures about which 
external parties received their data and what types of data were 
being shared. The lack of such information reduced trust, as P11 
explained, “But if they don’t mention the third party, like ChatGPT 
is not mentioning the third parties. Then it reduces my trust a little. 
Because I don’t know what they are sharing my data with.” 
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7.4.3 Personalization Toggles. Personalization toggles enhanced 
the relevance and reliability of results. In the interviews, most 
participants preferred personalization scenarios, as they believed 
personalization could provide more relevant and reliable outputs. 
Many participants viewed non-personalized interactions as produc-
ing less reliable results. At the same time, participants described 
being more cautious when personalization was involved, particu-
larly regarding data sharing. For instance, P11 explained that he 
would choose personalization with Gemini, but for ChatGPT, he 
would only proceed if third-party partners were explicitly named. 
P13 further expressed that personalization prompted further ques-
tions, such as “How much of my information is ChatGPT giving to 
those third parties? And data usage, data storage?” 

7.4.4 Expectations and Needs: transparency of service providers and 
control of data sharing among different stakeholders. Participants’ 
privacy expectations and needs largely aligned with the survey 
findings (Section 6.2). For privacy-related information presentation, 
participants highlighted the importance of understanding which 
service providers could access their data and how it would be shared. 
For privacy control, interview participants emphasized managing 
data sharing based on specific tasks and controlling which services 
and service providers could access their data. 

7.5 Comparison of Personalization and 
Data-sharing Scenario 

Since we presented all storyboards to participants during the inter-
views, we observed an interesting phenomenon: some participants 
shifted their preferences depending on the scenario. Their attitudes 
toward the timing of privacy choice varied (e.g., P04), and they 
weighed the importance of timing differently when compared to 
the type of GenAI ecosystem (e.g., P06, P08, and P14). To better 
understand these trade-offs, we asked these participants to directly 
compare the two scenarios. 

7.5.1 Perceived boundary between Personalization Scenario and 
Data-sharing Scenario. Regarding the Personalization Scenario (up-
stream data access to the GenAI chatbot for personalization), partic-
ipants viewed the interaction as remaining within the same ecosys-
tem. In contrast, for the Data-sharing Scenario (GenAI chatbot 
sending users’ information to external service providers), partici-
pants emphasized the change of environment when data moved 
outside the original system. They felt that this transition war-
ranted an immediate notice or consent prompt, since it signaled 
leaving the familiar ecosystem. As P04 explained, “When it’s about 
to change connection, to go into a third party, it’s a completely dif-
ferent website. I think it’s just very important that right away you 
want to show that pop-up. And give people a heads-up or an option. 
Because you’re navigating away from the website, but where they 
are, and going somewhere completely different.” As a result, they 
considered at-setup prompts less critical. For example, P14 said, “To 
show that notice or pop-up right away, just because you’re staying 
on the same websites, the same ecosystem. You’re just advocating 
for a different aspect, something that’s non-personalization from the 
personalization.” 

7.5.2 Perceived Differences in Information Exposure. Participants 
also distinguished the information exposure across the two sce-
narios. For the Data-sharing Scenario, where data is downstreamed, 
they appreciated that no additional personal information needed 
to be entered into the chatbot: “It’s because it’s not pulling any in-
formation from me, so I don’t need to do extra work in order to have 
it complete a task.” 

8 Discussion 

8.1 Unpacking Participants’ (Shifted) 
Perceptions of Just-in-Time Privacy Choice 
in GenAI Ecosystems 

Interestingly, our results also indicate some inconsistency when 
compared to the literature. Prior work has suggested that just-in-
time notices can help users better understand what information is 
being collected and when [14, 39]. Some of our participants agreed. 
However, across both survey and interview studies, more partici-
pants preferred the at-setup privacy choice. Our interview partic-
ipants explained that at-setup notices are a way to gain control 
in advance and reduce uncertainty, framing the interaction with 
GenAI chatbots as a conversation or interview where rules should 
be clarified before making decisions. In contrast, they described just-
in-time as delayed and disruptive (Section 5.2, 6.2, 7.3.1, and 7.4.1), 
while the timing of conversations is especially critical [36, 41]. This 
aligns with earlier findings by Balebako et al. [5], which showed 
that although participants remembered notices shown after app use, 
they considered them poorly timed for making meaningful privacy 
decisions. They also viewed that just-in-time disrupts the natural 
flow of the conversation between users and GenAI ecosystems, 
which is typically expected to be smooth and uninterrupted [52]. 
Yang et al. emphasize that both pragmatic and hedonic qualities 
shape users’ affective experience with conversational agents. Prag-
matic qualities like fluidity and seamlessness support a natural and 
efficient interaction, while hedonic aspects such as comfort and 
technological pride enhance emotional engagement [52]. As a re-
sult, just-in-time privacy interfaces can inadvertently undermine 
the overall user experience in conversational contexts. 

8.2 Unpacking Participants’ (Conflicting) 
Perceptions of First-party and Third-party 
Ecosystems 

Our results suggested that participants did not hold a consistent 
privacy attitude toward a particular type of ecosystem. They per-
ceived a lack of transparency in GenAI systems regarding how 
the chatbot ecosystem operates. As a result, participants formed a 
range of assumptions about first-party GenAI based on prior experi-
ences, such as assuming the system is already connected, generates 
profit, or reuses information. Their perceptions also differed across 
the two scenarios, with these contextual differences shaping con-
trasting views in the Personalization Scenario and Data-sharing 
Scenario (Section 7.3.2 and 7.4.2). 

In the Personalization Scenario, participants generally viewed 
the interaction as remaining within the same GenAI ecosystem. 
Gemini amplified perceptions of loss of control by raising concerns 
about ecosystem-wide data harvesting, as participants believed the 
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first-party company (i.e., Google) could access extensive user in-
formation. Participants noted that distributing data across soiled 
services could reduce exposure to any single entity (Section 7.3.2 
and 7.4.2), consistent with prior work [42]. Similarly, prior work 
shows that when sharing data with extended service providers in 
GenAI ecosystems, participants tended to trust third-party ecosys-
tems more, preferring not to put all their information concentrated 
within a single first-party ecosystem [47]. 

In the Data-sharing Scenario, participants emphasized the change 
of environment when data moved outside the original system (Sec-
tion 7.5). They held strong assumptions about how first-party GenAI 
ecosystems operate, particularly regarding data usage, transfer, and 
profiling, while having limited knowledge about third-party GenAI 
systems (Section 7.3.2 and Section 7.4.2) and expressed greater needs 
for detailed privacy information when interacting with them (Sec-
tion 6.3). Participants felt a greater sense of privacy control within 
familiar first-party ecosystems, reflecting their long-standing trust 
in these providers, as noted in prior usable privacy and security 
research. In this scenario, the first-party ecosystem enhanced per-
ceived control by framing data sharing as a curated, accountable 
process within a trusted boundary, unlike external companies that 
seemed less accountable. Participants recognized that the insti-
tutional scale of companies like Google could provide stronger 
safeguards for their data. 

Additionally, even though our study only focuses on two key 
factors and studies how they impact users’ privacy perceptions, 
our participants, when thinking through various contextual factors, 
also considered the costs and benefits (Section 7.4.3). This notion 
resembles the literature in behavioral economics, suggesting that 
privacy decision-making is driven by a rational calculus of costs 
and benefits, also by misperceptions, emotional responses, social 
norms, and cognitive heuristics [1]. Future work may continue to 
explore how other behavioral contextual factors (e.g., company 
brand, etc.) and economic factors (e.g., the value of users’ privacy, 
costs and benefits, etc.) may influence users’ privacy perceptions, 
expectations, and behaviors in GenAI ecosystems. 

8.3 Design Implications 
Based on our findings, we offer several design recommendations to 
enhance users’ sense of privacy control, reduce their concerns, and 
align users’ privacy experiences with the unique characteristics of 
GenAI ecosystems. 

8.3.1 Reconsider the Timing of Privacy Interfaces for GenAI Ecosys-
tems. Designing usable privacy for the GenAI ecosystem necessi-
tates a fundamental rethinking of timing strategies established for 
traditional websites and mobile applications. All studies show that 
just-in-time privacy choice (appearing at the time of data sharing) 
erodes trust, diminishes perceived control, and heightens trans-
parency concerns. GenAI systems are designed for fluid, natural, 
human-like dialogue. Even though interruption privacy mecha-
nisms are fairly common in most websites or mobile apps (e.g., 
notifications about sensor access in iOS), a similar approach in the 
GenAI ecosystem may risk users’ experiences and degrade some 
key elements for adoption, such as conversational fluidity, user 
comfort, and confidence. Thus, having privacy choice at setup ap-
pears to be a better solution based on our study, which is also the 

approach that ChatGPT is currently taking, yet their interfaces only 
include a very brief notice without offering users the ability to make 
changes. Additionally, future research may explore new paradigms 
in designing privacy choice for GenAI ecosystems. Designers could 
leverage native conversational mechanics, such as contextual turn-
taking, agent-initiated clarification, or minimal confirmations, to 
surface privacy choice, rather than simply transplant other existing 
design alternatives (e.g., banners) [49]. 

8.3.2 Increase transparency to Enable Informed Privacy Decisions. 
GenAI ecosystems should increase transparency to help users build 
a clear and mature mental model, enabling informed privacy de-
cisions. Our findings show that participants often filled gaps in 
knowledge with assumptions, both positive and negative, about 
how first-party and third-party ecosystems manage their data. In 
the Personalization Scenario, when inputting information into the 
GenAI chatbot, participants wanted clarity about the scope of data 
access, who would receive the data, and how the system would 
use it for personalization. Lacking such details, they often wor-
ried about ecosystem-wide data harvesting, particularly when the 
first-party company already possessed extensive user information. 
In the Data-sharing Scenario, when data is moved to external ser-
vice providers, participants placed even greater weight on knowing 
which providers could access their data and how sharing occurred 
outside the original system. Because of vague mental models, they 
expressed stronger needs for transparency and more concrete pri-
vacy information. Clarifying assumptions about first-party ecosys-
tems and making third-party practices explicit can reduce uncer-
tainty, counter harmful assumptions, and ultimately reinforce user 
trust in both types of GenAI ecosystems. These concerns parallel 
the Digital Markets Act (DMA), which requires gatekeepers to ob-
tain explicit consent before “cross-use” of personal data, such as 
combining data across services or enforcing cross-platform sign-
ins. Participants’ worries about first-party ecosystems reflect the 
high risks the DMA seeks to mitigate, while their call for explicit 
information about external providers aligns with the law’s focus 
on informed consent and accountability. 

8.3.3 Balancing Anticipatory and Contextual Control in Privacy 
Timing. Our results show that at-setup options that give users an-
ticipatory control, reduce uncertainty, and promote natural interac-
tion styles. Yet, they also have drawbacks. Participants noted that 
at-setup choices often feel intrusive, detached from specific tasks, 
and create cognitive overload at the beginning of the interaction. 
Just-in-time options address these gaps by providing task-specific 
relevance and contextual clarity, enabling users to make informed 
decisions when it matters most. However, they risk interrupting 
the natural conversational flow. A balanced design should therefore 
combine both approaches. First, a clear at-setup privacy choice 
can help users understand the overall data practices and establish 
expectations. Second, privacy choice should clarify the scope of 
that consent for specific actions or data flows, ensuring users know 
exactly what is shared, when, and with whom. This layered strategy 
can strengthen user trust without undermining usability. 

8.3.4 Support Minimal and Task-oriented Data Use. Our partici-
pants showed a strong task-oriented preference in data sharing. 
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This behavioral pattern implies that GenAI ecosystems may im-
plement granular, scenario-driven data governance triggered by 
concrete tasks (e.g., accessing calendar availability for scheduling or 
location for navigation). This highlights the importance of minimal, 
purpose-driven data practices. GenAI ecosystems could adopt gran-
ular, scenario-driven governance where access is triggered only 
by concrete needs (e.g., calendar availability for scheduling, loca-
tion for navigation). By aligning data access with immediate user 
goals, systems not only reduce privacy concerns but also strengthen 
perceptions of fairness and necessity. Clear boundaries around 
“why this data is needed now” can reinforce trust and complement 
broader at-setup consent with precise, just-in-time justification. 

8.3.5 Provide Effortless Data Management. When the GenAI ecosys-
tem requests data for personalization, participants preferred options 
that offered ease of use and control. They expressed a strong desire 
for mechanisms that support effortless data selection, and the abil-
ity to review, delete, or retrieve shared information (Section 5.2 and 
Section 6.2). To complement these real-time and effortless controls, 
as Section 5.2 and 6.2 discussed, a dashboard that tracks data flow 
and allows users to manage data may be an ideal design. Similar 
to activity logs in mobile platforms or smart devices [45], it could 
include functions like revoking access, flagging questionable events, 
or receiving summaries of usage trends. 

8.4 Limitation and Future Work 
First, our work examines participants’ perceived satisfaction and 
preferences regarding different privacy choice timings, and per-
ceived convenience or usefulness does not necessarily equate to 
alignment with users’ true intentions or best interests. An important 
next step is to assess whether such reported satisfaction genuinely 
reflects users’ underlying intentions and long-term privacy inter-
ests. Additionally, in practice, the mechanisms could be misused 
to reduce friction and encourage disclosure rather than to support 
informed and autonomous decisions. Future work could examine 
ethical and policy guidelines to mitigate these risks. Second, our 
study examined only a limited scope of the privacy design space, fo-
cusing on the timing of privacy choices. Building on this foundation, 
future research may explore other design dimensions of privacy 
notice and choice, including modality, type, functionality, and chan-
nel, to develop a more holistic understanding of privacy-related 
interactions. 

Our vignette and storyboard design necessarily simplified in-
teractions into a single decision point, and selected flight booking 
as the research context. The storyboard approach does not fully 
capture the multi-turn, evolving nature of real-world GenAI con-
versations. In practice, just-in-time privacy notices may emerge at 
different stages depending on users’ goals, the system’s inferences, 
or changing data needs across turns. Privacy preferences are also 
highly context-dependent, and users may respond differently to 
privacy interfaces in other scenarios Future research could move 
beyond vignette-based simulations to more realistic, interactive 
settings, capturing multi-turn, dynamic interactions that may re-
veal how privacy choice timing and other design spaces of privacy 
notice and choice work in practice. 

The marginal trends observed in our results highlight potential 
patterns that warrant further investigation in studies, providing 

opportunities to refine design implications and deepen understand-
ing of user privacy behaviors in GenAI ecosystems. Finally, all of 
our participants came from the US. We did not consider cultural 
or other differences (e.g., legislation) that may contribute to par-
ticipants’ privacy perceptions and behaviors. Future work could 
extend this research to more diverse contexts. 

9 Conclusion 
We studied users’ privacy perceptions in GenAI ecosystems through 
two survey studies and a follow-up interview. Across personaliza-
tion (Personalization Scenario) and data sharing (Data-sharing Sce-
nario), both ecosystem type and timing of privacy choices shaped 
perceived control, trust, and concerns. Participants favored at-setup 
options for anticipatory control and reduced uncertainty, but also 
valued just-in-time options for task-specific clarity. Privacy atti-
tudes toward first- vs. third-party ecosystems varied by context. In 
the Personalization Scenario, first-party systems raised concerns 
about ecosystem-wide data harvesting. In the Data-sharing Sce-
nario, their scale and familiarity fostered accountability compared 
to unfamiliar third-party providers. These findings reflect contex-
tual integrity: users judge privacy not by ecosystem type alone but 
by data type, purpose, and flow. Our work informs the design of 
privacy choices in GenAI ecosystems. 
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A Appendix 

A.1 Survey 1 
Your Prolific ID: 

Have you used any of the following AI products? (e.g., ChatGPT, 
Google Gemini) [Select all that apply] 

• ChatGPT 
• Google Gemini 
• Others 
• No (If selected, end the survey) 

In which scenarios do you typically use AI chatbots? [Select all that 
apply] 

• Work-related tasks 
• Education/learning 
• Daily life 
• Entertainment/Social 
• Health advice 
• Sensitive tasks 
• Other 

Thank you for filling out the first part of the survey. We will now 
present four storyboards about using AI chatbots. Please answer 
the questions based on each storyboard. 

Main Survey for Study 1 
— Storyboard Here — 

In the following interface, ChatGPT would like to use your infor-
mation for personalized services. 
Which option(s) would you add to ChatGPT for personalization? 
[Select all that apply] 

• Memory in ChatGPT 
• Google Account 
• Microsoft Account 

Why would you choose this/these option(s)? 

What types of data do you think are useful for personalization? 
[Select all that apply] 

• Calendar 
• Email 
• Contacts 
• Photos 
• Others 

Why are these types of data useful for personalization? 
What types of data do you think are too sensitive to use? [Select all 
that apply] 

• Calendar 
• Email 
• Contacts 
• Photos 
• Others 

Why are these types of data too sensitive? 
Does this interface give you privacy control over your personal 
information? 

Low, Somewhat Low, Neutral, Somewhat High, High 

How has this interface changed your trust in ChatGPT’s ability to 
handle your data responsibly? 

• I trust it significantly more 
• I trust it somewhat more 
• No change 
• I trust it somewhat less 
• I trust it significantly less 

How has this interface changed your willingness to continue using 
ChatGPT? 

• I’m significantly more willing to use it 
• I’m somewhat more willing to use it 
• No change 
• I’m somewhat less willing to use it 
• I’m significantly less willing to use it 

What kinds of controls would you like to have when ChatGPT 
requests access to your data? 

• Choose which types of data ChatGPT can access 
• Set time limits for data access 
• Review/delete ingested data 
• Real-time approval before transfer 
• Automatic expiration of data 
• Dashboard to track data sharing 
• Other 

What information is most important to understand when ChatGPT 
requests your data? 

• Specific types of data being accessed 
• Purpose of use 
• Duration of storage 
• Whether data is shared 
• Who can access the data 
• Security measures 
• Legal compliance 
• Data storage location 
• Risks of exposure 
• Contact for concerns 
• Other 

What are your main concerns when ChatGPT requests access to 
your data? 

• Unauthorized data collection 
• Misuse by AI 
• Lack of transparency 
• Sharing with untrusted third parties 
• Loss of control 
• Inability to track usage 
• Other 

Main Survey for Study 2 — Storyboard Here — Please carefully 
review the storyboard below. It illustrates a continuous scene that 
you should immerse yourself in. Imagine yourself as part of this 
scenario and respond to the following questions based on what you 
experience in the scene. 

Low, Somewhat Low, Neutral, Somewhat High, High 

How has this interface changed your trust in Gemini’s ability to 
handle your data responsibly? 

• I trust it significantly more 
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• I trust it somewhat more 
• No change 
• I trust it somewhat less 
• I trust it significantly less 

How has the interface changed your willingness to continue 
using Gemini? 

• I’m significantly more willing to use it 
• I’m somewhat more willing to use it 
• No change 
• I’m somewhat less willing to use it 
• I’m significantly less willing to use it 

Ideally, what kinds of controls would you like to have when 
Gemini notifies you about sharing data with third-party services 
(e.g., Expedia)? [Select all that apply.] 

• Choose in advance which types of data Gemini can or cannot 
access (e.g., block location sharing) 

• Set time limits for data access (e.g., "only use my data for 24 
hours") 

• Review/delete ingested data later 
• Real-time approval before each data transfer 
• Automatic expiration of shared data 
• A dashboard to track who received my data 
• Other (Please specify) ______ 

In this scenario, which of the following information is most 
important for you to understand when Gemini notifies you to share 
data with third-party services (e.g., Expedia)? [Select all that apply.] 

• Specific types of data being accessed (e.g., emails, calendar 
entries, files in Drive) 

• Purpose of using the data (e.g., personalization, model train-
ing, service improvement) 

• How long will the data be stored (e.g., temporary vs. perma-
nent storage) 

• Whether data will be shared with third parties (e.g., adver-
tisers, partner companies) 

• Who can access the data (e.g., only Gemini, Google, Google 
Ecosystem) 

• Security measures to protect the data (e.g., encryption, access 
controls) 

• Legal compliance with privacy regulations (e.g., GDPR, CCPA) 
• Physical location of data storage (e.g., servers in specific 
countries) 

• Potential risks of data exposure (e.g., breaches, misuse) 
• Direct contact for privacy concerns (e.g., email, support 
team) 

• Other (Please specify) ______ 

When Gemini notifies you that it will connect to third-party 
services (e.g., Expedia), what are your main concerns? [Select all 
that apply.] 

• Unauthorized data collection 
• Potential misuse by the AI 
• Lack of transparency about what’s collected 
• Data shared with untrusted third parties 
• Loss of control over shared data 
• Inability to track how data is used 

• Other (Please specify) ______ 

Demographic Survey 
1. How do you describe yourself? 

• Female 
• Male 
• Non-binary 
• Prefer not to answer 

2. How old are you? 
• 18–24 
• 25–34 
• 35–44 
• 45–54 
• 55+ 
• Prefer not to answer 

3. What is your highest education level? [Select one] 
• High school or below 
• Bachelor degree 
• Master degree 
• Doctoral degree 
• Prefer not to answer 

4. What best describes your employment status over the last three 
months? 

• Working full-time 
• Working part-time 
• Unemployed 
• Stay-at-home parent 
• Student 
• Retired 

5. Which best describes your comfort level with computing tech-
nology? 

• Ultra Nerd: Build computers, run servers, code apps 
• Technically Savvy: Go-to person for tech help 
• Average User: Know enough to get by 
• Luddite: Use only when necessary 

A.2 Codebook for Survey 
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Table 7: The Codebook for Survey 

Categories Themes Codes 

Motivation to personalization (N=381) Task-oriented temporal support (N=360) Historical data for current task (N=150) 

Anticipatory planning (N=90) 

Time arrangement (N=120) 

Process the task (N=21) Make the task easier (N=21) 

Rules for choosing data sources (N=2459) Process the task (N=211) Scenario-based (N=211) 

Using patterns (N=671) Personal preference (N=58) 

More data (N=613) 

Company (N=116) Company/platform trust (N=90) 

Company/platform distrust (N=26) 

Convenience (N=78) Easier (N=21) 

Already have data in memory (N=32) 

Same company (N=11) 

Easier to retrieve (N=14) 

Privacy control (N=1383) Minimize data exposure (N=1208) 

Privacy Manage (N=64) 

Same company (N=2) 

Avoid others’ info (N=85) 

Don’t care (N=24) 

Concerns choosing data source (N=712) Potential risk (N=132) Traditional privacy risks (N=111) 

AI-specific concerns (N=21) 

Private information (N=580) Data is private (N=580) 
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